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A BSTRACT  

Operational incidents in complex organisations, such as process failures, service outages and control breakdowns, are 
rarely instantaneous; they are usually preceded by a build -up of abnormal readings across several monitored metrics. 
This paper evaluates machine learning for detecting that build -up early enough to intervene. A simulation harness 
generates daily readings of five process metrics for 60 operational processes over 200 days, with incidents preceded by 
a gradual drift over three to nine days. Th ree detection approaches are compared on 20 held -out processes: 
unsupervised anomaly scoring with an isolation forest, and supervised logistic regression and gradient boosting trained 
to predict an incident within the next five days from current readings, their day -to-day changes and five -day rolling 
means. Supervised models detect 82% of incidents within ten days of onset with mean lead times of 4.3 and 5.4 days, 
respectively, at a false-alert rate of about 8.5% of process -days; the isolation forest detect s 62% with a longer mean lead 
but near -random discrimination at the window level. The paper distinguishes detection rate, lead time and false -alert 
burden as the three quantities that jointly determine operational value, shows that they trade off different ly across 
methods, and proposes an alerting architecture that combines unsupervised screening with supervised confirmation. 
Guidance is offered on labelling incidents, choosing the prediction window and governing alert fatigue.  
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I NTRODUCTION  

Complex organisations, including banks, utilities, 
logistics networks and hospitals, run hundreds of 
interdependent processes whose failure can be costly, 
disruptive or dangerous. Operational -risk management 
frameworks require such organisations to identif y, 
monitor and mitigate the risk of loss from inadequate or 
failed processes, people and systems [1]. Systems -safety 
theory adds that accidents in complex systems typically 
emerge from the interaction of many small deviations 
rather than from a single fail ure [2], which means that 
early warning requires monitoring many metrics jointly 
rather than any one in isolation. 

Traditional monitoring relies on static thresholds set 
per metric. Thresholds are easy to understand but detect 
problems only when a metric has already left its normal 
range, and they generate large numbers of alerts when 
several metrics drift simultaneous ly. Machine learning 
offers two alternatives. Unsupervised anomaly detection 
flags readings that are unusual relative to the historical 
distribution without requiring labelled incidents [3], [4]. 
Supervised learning, where incident labels exist, trains a 

classifier to predict an incident within a forward window 
from current and recent readings.  

This paper compares these approaches on the 
quantities that determine operational value: how many 
incidents are detected, how early, and at what cost in 
false alerts. Because incident data are scarce and 
sensitive, a simulation harness with an explicit inc ident-
precursor mechanism is used, which allows lead times to 
be measured exactly. The results motivate an alerting 
architecture and practical guidance for organisations 
building early -warning capability.  
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B ACKGROUND  

Operational risk and precursors  

Operational risk frameworks [1] distinguish key risk 
indicators, which are leading measures, from loss events, 
which are lagging. The premise of early detection is that 
incidents have precursors visible in the indicators. 
Studies of major accidents consist ently find such 
precursors in hindsight [2]; the difficulty is detecting 
them in foresight, when they are mixed with normal 
variation. 

Anomaly detection  

Anomaly detection assigns each observation a score 
reflecting its deviation from normal behaviour [3]. The 
isolation forest [4] does so by measuring how few 
random partitions are needed to isolate a point; 
anomalies are isolated quickly. It requires no lab els and 
scales to many metrics, which makes it attractive for 
operational monitoring. Its weakness is that it scores 
point-wise unusualness, not incident likelihood: a 
gradual drift that remains within historical ranges may 
never look anomalous.  

Supervised early warning  

When incident logs exist, early warning can be framed as 
classification: predict whether an incident occurs within 
the next h days from features computed at the current 
day. Gradient boosting [5] and logistic regression are 
standard choices. Feature engineering matters: changes 
and rolling statistics capture drift that raw levels do not. 
Evaluation uses discrimination metrics [6 ], but 
operational assessment also requires lead time and false-
alert rates, which this paper reports explicitly. 

METHODOLOGY  

Incident -precursor process  

The harness simulates P = 60 processes over T = 200 days, 
each with five metrics. Metric j of process p has baseline 
noise scale bp,j ~ U(0.5, 1.5). On any day after day 20, an 
incident begins with probability 0.015 (with a 15 -day 
refractory period after each incident). An incident at day 
e is preceded by a precursor ramp of length d ~ U{3, …, 
9} days during which the metrics drift upward:  

xp,j,t = bp,j ηp,j,t + bp,j (k/d) wp,j 

for t = e − d + k, k = 0, …, d − 1, (1) 

with η standard normal and wp,j ~ U(0.5, 1.2) a metric - 
 

specific drift weight. On the incident day and the day 
after, the drift reaches 1.5 bp,j. The precursor is therefore 
gradual and spread across metrics, and its early days are 
indistinguishable from noise on any single metric. The 
label for supervised learning is whether an incident 
begins within the next five days; 5.2% of process -days 
carry the label. The held -out set comprises 20 processes 
with 39 incidents. 

Detection methods  

Fifteen features are used by the supervised models: the 
five raw metrics, their day -to-day differences and their 
five-day rolling means. The isolation forest uses the five 
raw metrics only, as is typical for unsupervised 
deployment. Models are trained on 4 0 processes and 
evaluated on the remaining 20 using scikit -learn [7]. For 
every method, an alert is raised on a process -day when 
its score exceeds the 90th percentile of scores on the 
held-out set, so that all methods operate at the same 
alert volume. 

Operational metrics  

Three operational quantities are computed in addition to 
AUC and average precision at the window level. 
Detection rate is the share of incidents for which at least 
one alert is raised in the ten days before the incident. 
Lead time is the number of days bet ween the first such 
alert and the incident, averaged over detected incidents. 
False-alert rate is the share of process -days on which an 
alert is raised but no incident begins within five days.  

R ESULTS  

Window -level discrimination and operational 
metrics  

Table 1 reports the results. At the window level, logistic 
regression (AUC 0.710) and gradient boosting (0.694) 
discriminate moderately, while the isolation forest 
(0.529) is close to random: the gradual precursor rarely 
produces readings that are unusual in isolation. The 
operational picture is more nuanced. Both supervised 
methods detect 82.1% of incidents within ten days of 
onset, with mean lead times of 4.3 days (logistic 
regression) and 5.4 days (gradient boosting). The 
isolation forest detects 61.5% o f incidents but with the 
longest mean lead time, 6.7 days, because its alerts are 
triggered by random excursions that happen to fall in the 
pre-incident window rather than by the precursor itself. 
False-alert rates are similar across methods, between 
8.5% and 9.5% of process -days, as expected under the 
common alert -volume constraint.  
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Table 1: Detection performance on 20 held -out processes (39 incidents; alert threshold at the 90th percentile of 
scores) 

Method  AUC (window)  Average precision  Detection rate  Mean lead time (days) False-alert rate 

Isolation forest 0.529 0.053 61.5% 6.7 9.5% 

Logistic regression  0.710 0.109 82.1% 4.3 8.5% 

Gradient boosting  0.694 0.097 82.1% 5.4 8.7% 

 

Lead -time distributions  

Figure 1 shows the distribution of lead times. The 
supervised methods concentrate alerts in the two -to-
five-day range before an incident, which is where the 
precursor ramp becomes detectable above noise, with a 
secondary cluster near the start of the ten -day window 
reflecting earlier, weaker alerts. The isolation forest’s lead 
times are spread almost uniformly, consistent with the 
interpretation that its detections are largely coincidental. 
Gradient boosting’s longer mean lead relative to logistic 
regression arises from its use of the rolling -mean 
features, which accumulate the drift. 

 
Figure 1: Distribution of lead time between first alert and 

incident for the three methods on held -out processes.  

Trade -offs  

The results expose a three -way trade-off. Detection rate 
and lead time respond to different aspects of the model: 
detection rate depends on whether the model 
recognises the precursor at all, lead time on how early it 
recognises it. False -alert rate is set by the threshold and 
is the quantity that determines alert fatigue. A method 
with high detection but short lead may be adequate 
when interventions are fast, whereas one with longer 
lead but lower detection may be preferred when 
interventions take days to m obilise. The choice is 
therefore operational rather than statistical. 

A N A LERTING A RCHITECTURE FOR 

E ARLY D ETECTION  

The findings support a two -stage architecture. The first 
stage is an unsupervised screen, such as an isolation 
forest, run across all processes and metrics. It requires no 
labels, can be deployed immediately and catches gross 
anomalies that the supervised models may never have 
seen. Its output should be treated as a candidate list 
rather than an alert. 

The second stage is a supervised confirmation model, 
trained on the organisation’s incident log with drift -
sensitive features, that scores the candidates and any 
process whose recent readings resemble known 
precursors. Alerts are raised from this stage, wi th a 
threshold set on the basis of the acceptable false -alert 
burden. Because supervised models can only learn 
incident types present in the log, the first stage provides 
coverage of novel failure modes while the second 
provides precision on known ones.  

Both stages should feed an alert -management layer 
that tracks, for every alert, whether it was acted on and 
whether an incident followed. These records are the 
training data for the next version of the supervised 
model and the evidence base for adjusting the threshold. 

P RACTICAL G UIDANCE  

Labelling incidents  

Supervised early warning is only as good as the incident 
log. Organisations should record incident onset dates, 
not discovery dates, since the gap between the two 
determines the usable lead time; they should include 
near-misses, which share precursors with  incidents and 
expand the training set; and they should standardise 
incident definitions across processes so that models 
trained centrally transfer. 

Choosing the prediction window  

The five -day window used here matches the typical 
precursor length. A window shorter than the precursor 
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wastes lead time; a window much longer than the 
precursor dilutes the label with days on which nothing is 
detectable and lowers precision. The window should be 
set from the empirical distribution of precursor lengths, 
which can be estimated by examining me tric histories 
before logged incidents.  

Managing alert fatigue  

At a false -alert rate near 9% of process -days, an 
organisation with 500 processes would receive about 45 
alerts per day, most of them false. Three mitigations are 
available: raising the threshold at the cost of detection; 
escalating only alerts that persis t for two consecutive 
days, which filters random excursions; and routing alerts 
by severity score so that the highest -scoring cases 
receive human attention first. The simulation suggests 
that persistence filtering is particularly damaging to the 
isolation forest, whose detections are transient, and 
particularly benign for supervised models, whose scores 
rise steadily along the precursor ramp.  

L IMITATIONS  

The precursor mechanism is stylised: all incidents have 
the same qualitative signature, a monotone ramp across 
all metrics, which favours supervised models that learn 
that signature. Real precursors are heterogeneous, and 
some incidents have none. The inci dent rate, precursor 
length and noise scales are design parameters, and the 
held-out set contains only 39 incidents, so the 
operational metrics carry substantial sampling 
variability. All figures are simulation outputs and are not 
estimates for any organis ation. 

C ONCLUSION  

Supervised early -warning models detected 82% of 
simulated operational incidents with four to five days of 
lead at a false -alert rate below 10% of process -days, 
substantially outperforming unsupervised anomaly 
scoring on detection but not on lead time among  
detected cases. Because detection rate, lead time and 
false-alert burden trade off differently across methods, 
the choice of method is an operational decision that 
depends on intervention speed and alert capacity. A two-
stage architecture that uses unsupe rvised screening for 
coverage and supervised confirmation for precision, with 
disciplined incident labelling and alert management, 
offers a practical route to early detection in complex 
organisations.  
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