
Ab s t r ac t
Today’s cyber threats are greater than ever before, posing new threats to operational continuity, data security, and 
stakeholder trust for organizations. In today’s fast-paced digital transformation, cyber resilience has emerged as a strategic 
priority and is not just about cyber security, but also about governance, risk management, incident response and business 
recovery. The study compares and contrasts the NIST Cybersecurity Framework with other frameworks and models that offer 
a structured and risk-based approach to identifying, protecting, detecting, responding, and recovering from cybersecurity 
incidents and will explore its benefits to improving the cyber resilience of organizations. The paper summarizes the key 
pillars of the framework and discusses how they relate to organizational governance, continuity planning, security culture 
and continuous improvement. It also examines key issues that can affect the effective implementation of these, such as 
leadership support, employee awareness, third-party risk management, and the use of new technologies like AI to detect 
and respond to threats. The study identifies best practices that help organizations sustain operations and comply with 
regulations without compromising their cyber-resilience. It concludes that the NIST Cybersecurity Framework provides an 
expansive cybersecurity baseline for developing adaptive, resilient, and sustainable cybersecurity programs that can help 
reduce the impact of disruptions and meet long-term organizational goals. The results offer valuable practical guidance for 
organizational leaders, cybersecurity personnel, policy-makers and researchers on how to better improve cyber-resilience 
in the digital era that is growing more complex. 
Keywords: Organizational cyber resilience, NIST Cybersecurity Framework, cybersecurity governance, cyber risk 
management, business continuity, incident response, cybersecurity resilience, digital transformation, threat detection, 
information security.
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In t r o d u c t i o n
Digital technologies have changed the way organisations do 
business, handle information and provide services. Digital 
transformation has brought vast new opportunities for 
innovation, efficiency, and connectivity to the world, but 
it has also led to an explosion in the cyber threat surface, 
and new and more complex attacks targeting critical 
information assets, OT systems, and business processes. 
Ransomware, Advanced Persistent Threats (APTs), Phishing 
campaigns, Insider threats, and Supply chain compromises 
are increasingly common cyberattacks, which are increasingly 
becoming more disruptive and warrant a shift from the 
traditional cybersecurity paradigm to a cyber resilience 
paradigm (Aljumaiah et al., 2025; Massa, 2025). Consequently, 
organizational cyber resilience has emerged as a strategic 
capability that enables enterprises not only to defend against 
cyber threats but also to sustain operations, rapidly recover 

from incidents, and continuously adapt to evolving security 
challenges.

Cyber resilience is not the same as traditional cyber 
security as it is about an organization’s capacity to 
prevent, endure, react to, recover from and adapt to cyber 
incidents, and sustain critical business operations. Cyber 
resilience is about not only preventing attacks, but about 
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risk management, business continuity, disaster recovery, 
governance and continuous improvement all working 
together as an organisation. This wider perspective 
acknowledges that no security program will ever be able 
to completely eradicate cyber risks, so organizations need 
to acquire adaptive capabilities that will reduce the impact 
of any breaches on operations and that will maintain 
stakeholder trust in the security program regardless of the 
actual outcomes (Conklin & Shoemaker, 2017; AL-Hawamleh, 
A., 2024). As cyber threats increase in size and sophistication, 
they have become a key organizational goal for organizations 
in the public and private sectors.

One of the most popular frameworks for bolstering 
cyber security and organizational resilience, across a range 
of industries, is the NIST Cybersecurity Framework. The 
framework was originally designed to enhance cybersecurity 
for critical infrastructure, but has now become a flexible, 
risk-based approach that can be adapted by organisations 
of all sizes and sectors to evaluate their cybersecurity 
maturity, manage their cyber risks and help them enhance 
cybersecurity governance (Cybersecurity, C. I., 2018). In 
addition to the inclusion of the Govern function, the updated 
NIST Cybersecurity Framework 2.0 continues to build on 
the original framework by strengthening the emphasis on 
executive leadership, cybersecurity governance, enterprise-
wide accountability and continuous enterprise improvement 
to achieve cyber resilience (Edwards, 2024).

The NIST Cybersecurity Framework has f ive core 
functions: Govern, Identify, Protect, Detect, Respond and 
Recover. These functions offer a structured approach for 
organizations to identify their critical assets, apply protective 
control measures, track threats, effectively respond to 
incidents, and recover from cybersecurity events. Together, 
these functions create an adaptive lifecycle, which enables 
ongoing risk evaluation, operational resilience, and long-term 
cybersecurity maturity (Möller, 2023; White & Sjelin, 2022). 
This framework is known for its flexibility and scalability, and 
is now used as a standard for cybersecurity governance and 
cyber resilience planning worldwide. 

Recent studies have shown that organizations that 
are using the NIST Cybersecurity Framework report 
improvements in cybersecurity governance, in their ability 
to be better prepared to operate, in their ability to respond 
to incidents and in their ability to recover. Studies on NIST 
implementation have revealed that organizations that have 
integrated structured cybersecurity practices are more 
likely to effectively manage cyber risks, enhance regulatory 
adherence, and foster resilience against new cyber threats 
(Luis Salas-Riega et al., 2025). Likewise, the literature review 
on cybersecurity risk assessment in modern IT infrastructures 
reveals that NIST risk assessment frameworks offer a holistic 
approach to uncovering vulnerabilities and allocating 
resources for cybersecurity investments, based on the 
organization’s risk profile (Aljumaiah et al., 2025).

Organizational cyber resilience is not only about technical 

solutions, but also governance frameworks, leadership 
dedication, employee awareness and organizational culture. 
Employee training, security awareness and engagement 
of employees are still important factors in cyber security 
incidents and are important elements to include in a resilience 
strategy. The adoption of a security mindset by organizations, 
alongside technical measures, is crucial for mitigating cyber 
risks through prevention, detection, and response efforts.
By fostering a security mindset across the organization, 
combined with technical measures, organizations can 
enhance their capacity to prevent, detect, and respond to 
cyber threats effectively (Rohan et al., 2023). In addition, 
cybersecurity governance frameworks that integrate 
cybersecurity goals with enterprise risk management 
significantly aid sustainable enterprise resilience by ensuring 
that the decisions made in cybersecurity are aligned with the 
overall enterprise goals (Mohammed Alharbi, 2025; Hasan 
et al., 2024).

As cyber threats keep threatening the critical business 
operations, business continuity planning and organizational 
resilience have become increasingly interconnected. The new 
paradigm of resilience strategies focuses on anticipatory 
defense mechanisms, as well as planning for fast response 
and recovery after the incident, to limit financial, reputational 
and operational impacts. Incorporating resilience concepts in 
cybersecurity governance, business continuity management 
and adaptive security architectures has proven to be highly 
effective in enhancing organizational resilience against 
ever-changing cyber threats (Kanaan, A., AL-Hawamleh, A., 
Aloun, M., Alorfi, A., and Alrawashdeh, M. A., 2024; Kanaan, 
A., Ahmad, A. H., Alorfi, A., and Aloun, M., 2024). 

Another important aspect of organizational cyber 
resilience is the control of third-party vendors, cloud service 
providers and interdependent supply chains. As organizations 
become more reliant on external partners, they have a greater 
number of attack surfaces to address, making it essential for 
thorough vendor risk assessment and ongoing monitoring. 
Third-party risk management frameworks that are in line 
with NIST Cybersecurity Framework can help organizations 
minimize the risk of vulnerabilities in their supply chains 
while ensuring robust collaboration and security in a complex 
digital ecosystem (Aliane & Zakariya, 2023). In the same way, 
other sector-specific applications such as healthcare and 
critical infrastructure have shown the benefit of incorporating 
NIST guidance in conjunction with other frameworks, like the 
MITRE ATT&CK, to enhance ransomware mitigation and cyber 
incident response efforts (Oyekunle et al., 2025).

With the shift to AI, automation, predictive analytics, and 
threat intelligence platforms, organizations have become 
even more cyber resilient, as these tools allow for quicker 
anomaly detection, automation of incident response and 
prediction of future cyber threats. The NIST Cybersecurity 
Framework is supported by AI-powered cybersecurity 
solutions that enhance security operations, shorten incident 
response times, and enable ongoing monitoring in today’s 
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ever-evolving enterprise landscape (Kabir et al., 2025). The 
capabilities underpin the shift from reactive cybersecurity to 
adaptive and intelligence-based cyber resilience approaches.

Although the NIST Cybersecurity Framework is widely 
adopted, many challenges remain when implementing the 
Framework, such as limited resources, lack of cybersecurity 
expertise, changes in regulatory requirements, integration 
issues, and organization resistance to change. It has been 
found that to foster effective Cyber Resilience it is essential 
to not just implement the technical aspects of the cyber-
resilience framework, but to also have a strong managerial 
commitment, collaboration between teams and continuous 
assessment of the level of Cybersecurity Maturity (Annarelli 
et al., 2021; Munusamy et al., 2023). The findings from the 
national cybersecurity programmes also suggest that a 
successful resilience program depends on the harmonisation 
of the guidance and governance of the government, 
organisations, and industry best practices (Pemmasani, 2023).

The strategic relevance of cybersecurity frameworks and 
organizational goals has been also highlighted by the previous 
studies.  Aligning cybersecurity initiatives with enterprise 
strategy enables organizations to improve operational 
resilience while ensuring that cybersecurity investments 
directly support business continuity, competitive advantage, 
and long-term organizational sustainability (Belalcázar et 
al., 2017). Moreover, the NIST approach to cybersecurity 
has consistently demonstrated its effectiveness as a flexible 
governance model capable of supporting resilience across 
diverse organizational contexts through continuous risk 
management, adaptive security controls, and structured 
implementation methodologies (Hiller & Russell, 2015).

This study therefore examines how the NIST Cybersecurity 
Framework enhances organizational cyber resilience by 
integrating cybersecurity governance, risk management, 
business continuity, human factors, technological innovation, 
and continuous improvement into a unified resilience 
strategy. By synthesizing contemporary research and best 
practices, the study provides a comprehensive understanding 
of how organizations can leverage the NIST Cybersecurity 
Framework to strengthen their ability to prevent, withstand, 
respond to, recover from, and adapt to an increasingly 
dynamic cyber threat environment.

Li t e r at u r e Re v i e w

Concept of Organizational Cyber Resilience
Organizational cyber resilience refers to an organization’s 
capability to anticipate, withstand, respond to, recover 
from, and continuously adapt to cyber incidents while 
maintaining essential business operations. Unlike traditional 
cybersecurity, which primarily focuses on preventing attacks 
through technical controls, cyber resilience encompasses 
preparedness, operational continuity, adaptive recovery, 
and organizational learning following cyber disruptions. 
This broader perspective recognizes that cyber incidents 

are inevitable, making resilience a strategic organizational 
objective rather than solely a technical concern (Conklin & 
Shoemaker, 2017).

Recent studies emphasize that cyber resilience integrates 
cybersecurity governance, enterprise risk management, 
business continuity planning, disaster recovery, and 
organizational adaptability into a unified framework. 
AL-Hawamleh (2024) argues that resilient organizations 
establish proactive defense mechanisms supported by 
continuous monitoring, rapid response capabilities, and 
recovery strategies that minimize operational disruption. 
Similarly, AL-Hawamleh (2024) highlights that organizational 
resilience depends on embedding cybersecurity into 
strategic decision-making rather than treating it as an isolated 
IT responsibility.

Munusamy et al. (2023) identify several attributes 
essential for achieving cyber resilience, including 
organizational preparedness, technological robustness, 
leadership commitment, workforce competence, and 
continuous improvement. These attributes collectively 
enable organizations to withstand evolving cyber threats 
while maintaining stakeholder confidence and operational 
stability. Kanaan et al. (2024) further note that cyber resilience 
extends beyond defensive technologies by integrating 
governance structures with business continuity planning, 
ensuring organizations can rapidly restore critical services 
following cyber incidents.

Overview of the NIST Cybersecurity Framework
The National Institute of Standards and Technology (NIST) 
Cybersecurity Framework has become one of the most 
widely adopted cybersecurity governance models across 
public and private sectors. Initially developed to improve 
the cybersecurity of critical infrastructure, the framework has 
evolved into an internationally recognized reference model 
applicable to organizations of various sizes and industries 
(Cybersecurity, 2018).

The framework provides organizations with a 
structured methodology for identifying cybersecurity 
risks, implementing protective controls, detecting threats, 
responding effectively to incidents, and recovering business 
operations after disruptions. Edwards (2024) explains that 
the updated NIST Cybersecurity Framework 2.0 expands the 
original model by introducing governance as a dedicated 
function, thereby strengthening executive accountability 
and enterprise-wide cybersecurity management.

According to Möller (2023), the NIST Cybersecurity 
Framework complements other cybersecurity methodologies 
such as the MITRE ATT&CK framework by combining strategic 
governance with operational threat intelligence. This 
integration enables organizations to align cybersecurity 
investments with business objectives while improving 
resilience against advanced cyber threats. White and Sjelin 
(2022) similarly observe that the framework’s flexibility 
allows organizations to customize implementation based on 
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their risk profiles, operational environments, and regulatory 
obligations.

Luis Salas-Riega et al. (2025), through a systematic 
review, conclude that organizations implementing the 
NIST Cybersecurity Framework consistently demonstrate 
improvements in cybersecurity maturity, governance 
effectiveness, incident response capabilities, and regulatory 
compliance. Their findings indicate that the framework 
supports both preventive security measures and long-term 
organizational resilience.

Core Functions of the NIST Cybersecurity 
Framework
The NIST Cybersecurity Framework organizes cybersecurity 
activities into six integrated functions that collectively 
establish a comprehensive cybersecurity lifecycle.

The Govern function establishes organizational 
cybersecurity policies, leadership responsibilities, strategic 
priorities, and risk governance mechanisms. It ensures 
executive oversight and aligns cybersecurity investments 
with organizational objectives (Edwards, 2024).

The Identify function enables organizations to understand 
business assets, cybersecurity risks, critical infrastructure, 
and operational dependencies. Asset inventory, business 
environment analysis, risk assessment, and supply chain 
management form the foundation of effective cybersecurity 
planning (Cybersecurity, 2018).

The Protect function focuses on implementing safeguards 
that reduce the likelihood and impact of cyber incidents. 
These safeguards include identity and access management, 
employee awareness training, data security, protective 
technologies, and secure system configurations (White & 
Sjelin, 2022).

The Detect function emphasizes continuous monitoring, 
anomaly detection, security event analysis, and threat 
intelligence integration. Effective detection enables 
organizations to recognize malicious activities before they 
escalate into significant operational disruptions (Möller, 2023).

The Respond function addresses incident response 
planning, communication procedures, forensic investigations, 
mitigation strategies, and coordinated recovery efforts. 
Timely response minimizes operational losses while limiting 
the spread of cyber threats (Cybersecurity, 2018).

Finally, the Recover function supports business continuity 
through disaster recovery planning, system restoration, 
organizational learning, and resilience enhancement. 
Recovery activities strengthen organizational capabilities 
by incorporating lessons learned into future cybersecurity 
strategies (Edwards, 2024).

Organizational Cyber Resilience Models
Several resilience models have been proposed to integrate 
cybersecurity with broader organizational objectives. 
Belalcázar et al. (2017) combine the NIST Cybersecurity 
Framework with the Strategic Alignment Model (SAM), 

demonstrating that cybersecurity initiatives become more 
effective when aligned with organizational strategy and 
business objectives. This approach strengthens resilience 
by ensuring cybersecurity investments directly support 
operational performance.

Kanaan et al. (2024) introduce an integrated resilience 
framework that combines cybersecurity governance, 
business continuity management, enterprise risk assessment, 
and organizational adaptability. Their model emphasizes 
proactive defense, continuous improvement, and rapid 
recovery as essential elements of resilient organizations. 
Similarly, Pemmasani (2023) highlights how national 
cybersecurity frameworks increasingly prioritize resilience 
through coordinated governance, critical infrastructure 
protection, and public-private collaboration.

Annarelli et al. (2021) examine the adoption of NIST 
managerial practices and conclude that organizations 
implementing structured governance, continuous 
monitoring, and performance evaluation demonstrate 
significantly greater resilience against cyber disruptions. 
These findings reinforce the importance of combining 
technical controls with organizational management practices.

Cybersecurity Governance and Risk 
Management
Cybersecurity governance provides the strategic foundation 
for organizational cyber resilience by establishing policies, 
accountability structures, risk management processes, and 
compliance mechanisms. Mohammed Alharbi (2025) proposes 
a governance framework that integrates cybersecurity with 
enterprise risk management, emphasizing sustainable 
decision-making and organizational resilience.

Hasan et al. (2024) argue that integrating cybersecurity 
risk management into information systems governance 
enables organizations to improve operational resilience, 
regulatory compliance, and strategic alignment. Effective 
governance ensures cybersecurity risks are managed 
alongside financial, operational, and strategic risks rather 
than being treated independently.

Aljumaiah et al. (2025) demonstrate that systematic 
cybersecurity risk assessments based on the NIST framework 
enable organizations to identify emerging threats, prioritize 
vulnerabilities, and allocate cybersecurity resources 
more effectively. Their study highlights the importance 
of continuous risk assessment as organizations adapt to 
evolving threat landscapes.

Human Factors in Organizational Cyber 
Resilience
Human behavior remains one of the most influential 
determinants of cybersecurity resilience. Despite advances 
in security technologies, employee actions continue to 
contribute significantly to cybersecurity incidents through 
phishing attacks, credential misuse, social engineering, and 
inadequate security practices.
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Table 1: Comparative Summary of NIST Cybersecurity Framework Core Functions and Their Contributions to 
Organizational Cyber Resilience

NIST CSF 
Function Primary Objective Major Activities

Contribution to 
Organizational Cyber 
Resilience

Key References

Govern Establish 
cybersecurity 
governance

Policies, leadership, 
oversight, strategic 
planning

Strengthens enterprise-
wide cybersecurity 
management and 
accountability

Edwards (2024); 
Mohammed Alharbi 
(2025)

Identify Understand 
organizational risks 
and assets

Asset inventory, business 
environment, risk 
assessment

Improves proactive risk 
identification and resource 
prioritization

Cybersecurity (2018); 
White & Sjelin (2022)

Protect Prevent 
cybersecurity 
incidents

Access control, awareness 
training, protective 
technologies

Reduces attack surface 
and enhances preventive 
security

Möller (2023); Rohan 
et al. (2023)

Detect Identify 
cybersecurity events

Continuous monitoring, 
anomaly detection, threat 
intelligence

Enables early identification 
of cyber threats

Aljumaiah et al. 
(2025); Möller (2023)

Respond Manage 
cybersecurity 
incidents

Incident response, 
communication, mitigation

Limits operational 
disruption and supports 
rapid containment

Cybersecurity (2018); 
Kanaan et al. (2024)

Recover Restore 
organizational 
operations

Recovery planning, 
business continuity, 
continuous improvement

Ensures sustainable 
organizational resilience 
and operational continuity

Edwards (2024); 
Conklin & Shoemaker 
(2017)

Rohan et al.  (2023) identif y employee awareness, 
organizational culture, leadership support, and security 
education as critical components of cyber resilience. Their 
analysis demonstrates that organizations with comprehensive 
cybersecurity awareness programs experience fewer 
successful cyberattacks and recover more rapidly following 
security incidents.

Conklin and Shoemaker (2017) similarly emphasize 
that resilience depends upon institutional preparedness, 
continuous workforce education, and clearly defined incident 
response responsibilities. Organizations that cultivate a 
security-conscious culture are better positioned to recognize 
threats, respond effectively, and minimize operational 
disruptions.

Third-Party and Supply Chain Cybersecurity 
Risks
Modern organizations increasingly depend on external 
vendors, cloud service providers, and digital supply 
chains, creating additional cybersecurity risks beyond 
internal networks. Third-party vulnerabilities have become 
common attack vectors, requiring organizations to extend 
cybersecurity governance beyond organizational boundaries.

Aliane and Zakariya (2023) propose a comprehensive 
framework for managing third-party cyber risks through 
vendor assessment, continuous monitoring, contractual 

security requirements, and supply chain governance. 
Their framework emphasizes proactive risk identification 
throughout the vendor lifecycle.

Oyekunle et al. (2025) demonstrate the value of combining 
the NIST Cybersecurity Framework with the MITRE ATT&CK 
framework to improve resilience against ransomware attacks 
in cloud-based electronic health record environments. Their 
findings illustrate how integrated cybersecurity frameworks 
enhance organizational preparedness against sophisticated 
cyber threats.

Artificial Intelligence and Emerging Technologies 
in Cyber Resilience
Artificial intelligence has become an important enabler of 
modern cyber resilience by supporting automated threat 
detection, predictive analytics, behavioral monitoring, and 
intelligent incident response. AI technologies significantly 
improve organizations’ ability to identify complex attack 
patterns while reducing response times.

Kabir et al. (2025) demonstrate that AI-driven threat 
detection integrated with NIST-aligned cybersecurity 
governance substantially improves the resilience of critical 
infrastructure by enabling proactive identification of 
sophisticated cyber threats. Their study highlights AI’s 
contribution to adaptive cybersecurity capabilities and 
continuous monitoring.
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Massa (2025) further reports that cybersecurity practitioners 
increasingly rely on automation, machine learning, and threat 
intelligence platforms to strengthen organizational resilience. 
These technologies enable organizations to respond more 
efficiently to evolving cyber threats while supporting 
continuous improvement initiatives.

Literature Gap
The reviewed literature demonstrates broad consensus 
regarding the effectiveness of the NIST Cybersecurity 
Framework in improving cybersecurity governance, risk 
management, operational continuity, and organizational 
resilience. Existing studies extensively examine framework 
implementation, cybersecurity governance, business 
continuity integration, human factors, and emerging 
technologies. However, much of the literature focuses on 
individual aspects of resilience rather than providing a 
comprehensive synthesis of how governance, organizational 
culture, risk management, business continuity, artificial 
intelligence, and continuous improvement collectively 
contribute to organizational cyber resilience within the 
NIST Cybersecurity Framework. Additionally, relatively few 
studies integrate recent developments in NIST Cybersecurity 
Framework 2.0 with evolving resilience practices across 
diverse organizational environments. Therefore, this 
study addresses these gaps by providing an integrated 
review of organizational cyber resilience through the NIST 
Cybersecurity Framework, emphasizing strategic governance, 
operational resilience, and sustainable cybersecurity 
practices in contemporary organizations.

NIST Cybersecurity Framework for 
Or g a n i z at i o n al  Cyb e r Re s ili   e n c e

Framework Architecture
The NIST Cybersecurity Framework (CSF) has emerged as one 
of the most comprehensive and widely adopted cybersecurity 
governance models for organizations seeking to strengthen 
cyber resilience. Originally designed to improve the 
cybersecurity posture of critical infrastructure, the framework 
has evolved into a flexible and scalable approach applicable 
across public and private organizations regardless of industry 
or organizational size (Cybersecurity, 2018; White & Sjelin, 
2022). The introduction of the NIST Cybersecurity Framework 
2.0 further expanded its scope by placing greater emphasis 
on organizational governance, executive accountability, 
supply-chain security, and continuous resilience, making it 
particularly relevant for organizations navigating increasingly 
sophisticated cyber threats (Edwards, 2024).

The framework consists of three complementary 
components: the Framework Core, Organizational Profiles, 
and Implementation Tiers. The Framework Core provides 
a structured set of cybersecurity activities organized into 
six core functions—Govern, Identify, Protect, Detect, 
Respond, and Recover—which collectively establish a 

lifecycle approach to cybersecurity risk management. 
Organizational Profiles enable institutions to evaluate current 
cybersecurity capabilities against desired future states, while 
Implementation Tiers assess the maturity of cybersecurity risk 
management practices and organizational readiness (Möller, 
2023; Luis Salas-Riega et al., 2025).

Unlike compliance-oriented security models, the NIST 
CSF promotes continuous risk assessment and adaptive 
security management. Organizations are encouraged to 
align cybersecurity objectives with strategic business goals, 
allowing cybersecurity investments to directly support 
operational resilience, innovation, and organizational 
sustainability (Mohammed Alharbi, 2025). This strategic 
alignment ensures cybersecurity is treated as a business 
enabler rather than solely an information technology 
function (Belalcázar et al., 2017).

Governance Integration
Governance forms the foundation of organizational cyber 
resilience by establishing executive oversight, accountability 
structures, cybersecurity policies, and risk ownership. The 
addition of the Govern function in NIST CSF 2.0 recognizes 
that cybersecurity resilience cannot be achieved solely 
through technical controls but requires strong leadership 
and organizational commitment (Edwards, 2024).

Effective governance integrates cybersecurity into 
enterprise risk management, strategic planning, compliance 
management, and business continuity initiatives. Executive 
leadership establishes cybersecurity objectives, allocates 
resources, defines acceptable risk levels, and ensures 
alignment with organizational missions. Governance 
also promotes continuous monitoring of cybersecurity 
performance using measurable indicators that support 
informed decision-making (Mohammed Alharbi, 2025; Hasan 
et al., 2024).

Organizations with mature governance structures 
demonstrate greater resilience because cybersecurity 
responsibilities are clearly assigned across all organizational 
levels. Decision-makers are better positioned to coordinate 
investments, prioritize critical assets, and maintain resilience 
during cyber incidents (AL-Hawamleh, 2024).

Risk Identification and Assessment
The Identify function establishes the foundation for effective 
cyber resilience by enabling organizations to understand 
their business environment, information assets, operational 
dependencies, vulnerabilities, and threat landscape. 
Comprehensive asset inventories, business impact analyses, 
and risk assessments allow organizations to prioritize 
cybersecurity efforts according to organizational objectives 
(Cybersecurity, 2018).

Modern threat environments require dynamic risk 
assessment methodologies capable of identifying evolving 
attack vectors including ransomware, phishing campaigns, 
insider threats, cloud vulnerabilities, and supply-chain attacks. 
Organizations increasingly combine threat intelligence with 
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vulnerability assessments to obtain real-time awareness of 
emerging cyber risks (Aljumaiah et al., 2025).

Risk identification also supports resilience by ensuring 
that security investments focus on protecting mission-
critical assets rather than applying uniform controls across all 
systems. Continuous risk assessment enables organizations 
to adapt their cybersecurity posture as technologies, threats, 
and business requirements evolve (Munusamy et al., 2023).

Asset Management
Effective asset management is fundamental to cyber 
resilience because organizations cannot adequately protect 
assets that are not fully identified or classified. The NIST 
framework recommends maintaining comprehensive 
inventories of hardware, software, cloud resources, data 
repositories, communication networks, and third-party 
services (Möller, 2023).

Asset classification enables organizations to determine 
the confidentiality, integrity, and availability requirements 
of different information resources. Critical assets receive 
enhanced security controls, redundancy mechanisms, and 
recovery planning to minimize operational disruption during 
cyber incidents (Pemmasani, 2023).

Continuous asset discovery tools further improve 
resilience by identifying unauthorized devices, unmanaged 
cloud services, and shadow IT resources that may introduce 
additional attack surfaces (Aljumaiah et al., 2025).

Identity and Access Management
Identity and Access Management (IAM) represents one of 
the most important protective mechanisms within the NIST 
framework. Organizations reduce cyber risk by ensuring 
that users receive only the minimum privileges necessary 
to perform assigned responsibilities. Strong authentication 
mechanisms, role-based access control, privileged access 
management, and multi-factor authentication significantly 
reduce unauthorized access opportunities (Cybersecurity, 
2018).

Modern cyber resilience strategies increasingly implement 
Zero Trust principles where every user, device, and application 
is continuously verified before access is granted. Continuous 
authentication, behavioral monitoring, and adaptive access 
controls further strengthen organizational resilience against 
credential theft and insider attacks (Edwards, 2024; Kabir et 
al., 2025).

Threat Detection and Monitoring
The Detect function enables organizations to rapidly 
identify cybersecurity events before they escalate into major 
operational disruptions. Continuous monitoring combines 
endpoint detection systems, security information and event 
management (SIEM), intrusion detection systems, network 
analytics, behavioral analysis, and threat intelligence feeds to 
identify malicious activities in real time (White & Sjelin, 2022).

Artif icial intelligence and machine learning have 

significantly enhanced organizational detection capabilities 
by automating anomaly detection, identifying attack patterns, 
and reducing response times. AI-driven cybersecurity 
solutions improve the accuracy of threat detection while 
minimizing false positives, thereby enhancing overall 
organizational resilience (Kabir et al., 2025).

Organizations that integrate continuous monitoring with 
incident response planning are better equipped to contain 
cyber incidents before they affect critical business operations 
(Luis Salas-Riega et al., 2025).

Incident Response Planning
Cyber resilience depends on the organization’s ability 
to respond quickly and effectively to cybersecurity 
incidents. The Respond function establishes structured 
procedures for incident analysis, containment, eradication, 
communication, forensic investigation, and regulatory 
reporting (Cybersecurity, 2018).

Well-developed incident response plans assign 
responsibilities to multidisciplinary teams, establish 
communication protocols, and define escalation procedures 
for different categories of cyber incidents. Regular tabletop 
exercises, cyber simulations, and crisis management drills 
ensure organizational preparedness while identifying 
procedural weaknesses before actual incidents occur 
(Kanaan, Ahmad, Alorfi, & Aloun, 2024).

Human factors remain essential throughout incident 
response. Employee awareness, leadership coordination, and 
effective communication significantly improve organizational 
recovery performance following cyberattacks (Rohan et al., 
2023).

Recovery and Business Continuity
Recovery represents the final stage of the NIST cybersecurity 
lifecycle and focuses on restoring normal operations while 
minimizing financial losses and reputational damage. 
Recovery planning includes disaster recovery strategies, data 
backup systems, business continuity planning, infrastructure 
redundancy, and post-incident improvement activities 
(Conklin & Shoemaker, 2017).

Organizations that integrate cybersecurity with 
enterprise business continuity frameworks demonstrate 
higher operational resilience because recovery activities 
are coordinated across information technology, operational 
technology, executive leadership, and external stakeholders 
(Kanaan et al., 2024).

Recent resilience strategies also emphasize ransomware 
recovery, cloud resilience, immutable backups, and 
integration with frameworks such as MITRE ATT&CK to 
strengthen organizational preparedness against advanced 
persistent threats (Oyekunle et al., 2025).

Continuous Improvement
Cyber resilience is an ongoing organizational capability 
rather than a one-time implementation effort. The NIST 
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Table 2: Mapping Organizational Cyber Resilience Capabilities to the NIST Cybersecurity Framework

NIST CSF 
Function Primary organizational activities Cyber resilience contribution Representative references

Govern Executive oversight, cybersecurity 
governance, policy development, 
risk ownership

Strengthens strategic decision-
making, accountability, and 
enterprise-wide resilience

Edwards (2024); Mohammed 
Alharbi (2025)

Identify Asset inventory, business 
environment analysis, 
cybersecurity risk assessment

Improves visibility of critical assets 
and organizational risks

Cybersecurity (2018); 
Aljumaiah et al. (2025)

Protect Identity management, access 
control, employee awareness, 
security technologies

Minimizes attack surfaces and 
protects organizational assets

Möller (2023); White & Sjelin 
(2022)

Detect Continuous monitoring, threat 
intelligence, anomaly detection, 
SIEM

Enables early identification of cyber 
incidents and rapid response

Luis Salas-Riega et al. (2025); 
Kabir et al. (2025)

Respond Incident response planning, 
communication, forensic 
investigation, containment

Reduces operational disruption and 
accelerates incident management

Rohan et al. (2023); Kanaan, 
Ahmad, Alorfi, & Aloun 
(2024)

Recover Disaster recovery, business 
continuity, system restoration, 
lessons learned

Restores critical operations while 
improving future organizational 
resilience

Conklin & Shoemaker (2017); 
Oyekunle et al. (2025)

Figure 1: Multi-line graph showing organizational cyber resilience maturity across the six NIST Cybersecurity Framework 
functions.

framework encourages continuous assessment through 
performance measurement, maturity evaluations, security 
audits, vulnerability assessments, penetration testing, and 
lessons learned from previous incidents (Annarelli et al., 2021).

Organizations should continuously update cybersecurity 
policies, refine governance structures, improve employee 
awareness, strengthen third-party security management, 
and adopt emerging technologies to address evolving 
threats. Continuous improvement enables organizations to 
maintain resilience despite rapid technological change and 
increasingly sophisticated cyber adversaries (Massa, 2025; 
AL-Hawamleh, 2024).

Furthermore, third-party risk management has become 
an integral component of continuous resilience because 
organizations increasingly depend on cloud providers, 
software vendors, and outsourced service providers. 
Continuous vendor assessments and supply-chain monitoring 
reduce cascading cyber risks across interconnected 
ecosystems (Aliane & Zakariya, 2023).

Factors Influencing Organizational Cyber 
Resilience
Organizational cyber resilience is determined by a 
combination of technical, managerial, operational, and 
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human factors that collectively enhance an organization’s 
ability to anticipate, withstand, respond to, and recover from 
cyber incidents. While the NIST Cybersecurity Framework 
(CSF) provides a structured methodology for managing 
cybersecurity risks, its effectiveness depends largely on how 
organizations integrate governance, technology, workforce 
capabilities, and continuous improvement into their security 
strategies. Recent studies indicate that resilient organizations 
treat cybersecurity as an enterprise-wide responsibility rather 
than solely an information technology function, aligning 
security objectives with organizational goals and business 
continuity requirements (Edwards, 2024; Mohammed Alharbi, 
2025). The following sections discuss the major factors that 
significantly influence organizational cyber resilience.

Cybersecurity Leadership
Effective leadership establishes the strategic direction for 
cybersecurity resilience by ensuring that cybersecurity 
objectives are integrated into organizational governance 
and business planning. Executive management and boards 
of directors play an essential role in defining cybersecurity 
priorities, allocating resources, establishing accountability, 
and promoting a culture of risk awareness.

Strong leadership ensures that cybersecurity initiatives 
receive sustained organizational support rather than 
being treated as isolated technical projects. Within the 
NIST Cybersecurity Framework, governance serves as 
the foundation for coordinating cybersecurity activities 
across departments, enabling organizations to manage 
risks proactively while supporting operational continuity 
(Edwards, 2024; Cybersecurity, 2018).

Research emphasizes that organizations with active 
executive involvement demonstrate higher cybersecurity 
maturity, improved incident response capabilities, and 
greater resilience during cyber crises because leadership 
facilitates coordinated decision-making, continuous 
investment, and organizational adaptation (Mohammed 
Alharbi, 2025; AL-Hawamleh, 2024).

Organizational Culture
Cyber resilience depends heavily on establishing a 
cybersecurity-conscious organizational culture where 
security responsibilities are shared across all functional 
areas. Organizational culture influences employee behavior, 
adherence to security policies, willingness to report incidents, 
and acceptance of emerging security practices.

A positive cybersecurity culture encourages employees 
to recognize cyber threats as organizational risks rather than 
technical inconveniences. Security-aware organizations 
continuously reinforce secure behaviors through 
communication, leadership support, and policy enforcement, 
reducing vulnerabilities created by human error.

Studies indicate that organizations with mature 
cybersecurity cultures experience fewer successful phishing 
attacks, stronger compliance with security procedures, and 

faster organizational recovery following cyber incidents 
(Rohan et al., 2023; Munusamy et al., 2023).

Security Policies and Compliance
Comprehensive cybersecurity policies provide standardized 
procedures for protecting organizational assets, managing 
risks, and responding to security incidents. Policies aligned 
with internationally recognized frameworks such as the 
NIST Cybersecurity Framework promote consistency in 
cybersecurity governance while supporting regulatory 
compliance.

Security policies should define acceptable system usage, 
access control procedures, data classification requirements, 
vulnerability management processes, incident response 
responsibilities, and recovery mechanisms. Consistent policy 
implementation reduces uncertainty during cybersecurity 
incidents and strengthens organizational resilience.

Organizations implementing standardized cybersecurity 
policies based on NIST recommendations generally achieve 
better regulatory compliance, improved risk visibility, and 
enhanced operational consistency (White & Sjelin, 2022; 
Möller, 2023).

Employee Awareness and Training
Human error remains one of the most significant contributors 
to cybersecurity incidents, making employee education 
a critical component of cyber resilience. Cybersecurity 
awareness programs equip employees with the knowledge 
necessary to identify phishing attempts, social engineering 
attacks, credential theft, ransomware, and insider threats.

Regular cybersecurity training reinforces secure behaviors 
while ensuring that employees understand evolving threat 
landscapes and organizational security expectations. 
Practical exercises such as phishing simulations, incident 
response drills, and tabletop exercises improve preparedness 
and organizational coordination.

Research demonstrates that organizations investing in 
continuous cybersecurity education experience measurable 
reductions in successful cyberattacks and significantly 
improve their incident detection and reporting capabilities 
(Rohan et al., 2023; Annarelli et al., 2021).

Technological Infrastructure
Modern cyber resilience depends upon secure technological 
infrastructure capable of supporting prevention, detection, 
response, and recovery functions. Organizations require 
integrated security technologies including endpoint 
protection, intrusion detection systems, identit y 
management, security information and event management 
(SIEM), multi-factor authentication, encryption, and secure 
cloud architectures.

The NIST Cybersecurity Framework promotes layered 
defense strategies that strengthen infrastructure resilience 
through continuous monitoring, vulnerability management, 
and adaptive security controls. As organizations increasingly 
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migrate to hybrid and cloud-based environments, resilient 
infrastructure must support scalability while maintaining 
consistent security protections.

Recent studies highlight that investments in resilient 
technological infrastructure substantially reduce attack 
surfaces while improving operational continuity during cyber 
disruptions (Aljumaiah et al., 2025; Edwards, 2024).

Threat Intelligence
Threat intelligence enhances organizational cyber resilience 
by providing timely information regarding emerging 
vulnerabilities, attack techniques, adversary behaviors, and 
indicators of compromise. Organizations that continuously 
monitor internal and external threat environments can 
anticipate cyber risks before significant operational damage 
occurs.

Threat intelligence supports proactive risk management 
by enabling organizations to prioritize vulnerabilities, 
strengthen defensive controls, and improve incident 
response planning. Integration of threat intelligence with 
the NIST Cybersecurity Framework enhances organizational 
capability across the Identify, Detect, Respond, and Recover 
functions.

Organizations utilizing intelligence-driven cybersecurity 
programs demonstrate faster threat detection, reduced 
response times, and more effective mitigation of sophisticated 
attacks (Kabir et al., 2025; Luis Salas-Riega et al., 2025).

Business Continuity Planning
Business continuity planning ensures that essential 
organizational operations remain functional during 
and after cybersecurity incidents. Effective continuity 
planning integrates cybersecurity risk management with 
disaster recovery strategies, communication plans, backup 

procedures, and operational recovery objectives.
The NIST Cybersecurity Framework recognizes recovery 

planning as a critical component of cyber resilience because 
organizations must not only prevent attacks but also maintain 
essential services during disruptions. Regular testing of 
recovery plans, backup verification, and continuity exercises 
significantly improve organizational preparedness.

Research demonstrates that organizations integrating 
cybersecurity with business continuity planning recover 
more rapidly from cyber incidents while minimizing financial 
losses and reputational damage (Kanaan et al., 2024; Conklin 
& Shoemaker, 2017).

Third-Party Risk Management
Organizations increasingly depend on vendors, suppliers, 
cloud providers, and external service providers whose 
cybersecurity weaknesses may introduce substantial 
organizational risks. Consequently, third-party cybersecurity 
governance has become an essential determinant of cyber 
resilience.

Effective third-party risk management includes supplier 
security assessments, contractual cybersecurity requirements, 
continuous monitoring, vulnerability reporting, and 
periodic security audits. Organizations should extend NIST 
cybersecurity principles throughout their supply chains to 
ensure consistent protection.

Research emphasizes that supply chain attacks continue 
to increase globally, making vendor governance an 
indispensable component of organizational resilience 
strategies (Aliane & Zakariya, 2023; Pemmasani, 2023).

Continuous Monitoring and Improvement
Cyber resilience requires continuous assessment rather 
than periodic compliance reviews. Continuous monitoring 

Figure 2: Grouped bar graph comparing the influence of nine organizational factors across Low-, Medium-, and High-
Maturity organizations. 
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enables organizations to identify evolving vulnerabilities, 
measure security performance, detect abnormal activities, 
and evaluate the effectiveness of implemented controls.

The NIST Cybersecurity Framework encourages 
organizations to establish continuous improvement cycles 
that incorporate security assessments, vulnerability scanning, 
penetration testing, threat intelligence, incident reviews, and 
performance metrics. Lessons learned from cybersecurity 
incidents should be integrated into governance processes 
to strengthen future resilience.

Organizations adopting continuous monitoring practices 
demonstrate greater adaptability to emerging threats and 
sustain higher cybersecurity maturity over time (Belalcázar 
et al., 2017; Hiller & Russell, 2015). Furthermore, organizations 
leveraging artificial intelligence, behavioral analytics, and 
automated threat detection continuously improve their 
defensive capabilities while reducing response times against 
increasingly sophisticated cyber threats (Kabir et al., 2025; 
Oyekunle et al., 2025; Massa, 2025).

Best Practices for Enhancing Organizational 
Cyber Resilience Using the NIST Framework
The increasing sophistication of cyber threats has made 
organizational cyber resilience a strategic necessity rather 
than merely a technical objective. The NIST Cybersecurity 
Framework (NIST CSF) provides organizations with a flexible 
and risk-based approach for developing resilient cybersecurity 
capabilities that support business continuity, regulatory 
compliance, and operational sustainability. Modern best 
practices extend beyond implementing technical controls 
by integrating governance, risk management, workforce 
development, continuous monitoring, and emerging 
technologies into enterprise-wide cybersecurity strategies 
(Edwards, 2024; Luis Salas-Riega et al., 2025). Organizations 
that align their cybersecurity initiatives with the NIST CSF 
are better positioned to anticipate cyber threats, minimize 
operational disruptions, and recover efficiently following 
security incidents (Cybersecurity, 2018; White & Sjelin, 2022).

Enterprise Cybersecurity Governance
Strong cybersecurity governance establishes executive 
accountability for cyber risk management and aligns 
cybersecurity objectives with organizational strategy. 
Effective governance requires clearly defined security 
policies, executive oversight, performance measurement, 
and cross-functional collaboration among business units. The 
introduction of the Govern function in NIST CSF 2.0 further 
strengthens organizational accountability by integrating 
cybersecurity governance into enterprise risk management 
processes (Edwards, 2024).

Organizations should establish governance committees 
that regularly evaluate cybersecurity maturity, approve 
investment priorities, monitor compliance requirements, and 
oversee incident response readiness. Governance frameworks 
should also define cybersecurity roles and responsibilities 
across executive leadership, IT departments, legal teams, 

and operational units. Such governance structures improve 
organizational resilience by ensuring cybersecurity decisions 
support long-term business objectives while maintaining 
regulatory compliance (Mohammed Alharbi, 2025; Hasan 
et al., 2024).

Risk-Based Security Management
Cyber resilience depends upon continuous identification, 
assessment, prioritization, and mitigation of cyber risks. Rather 
than attempting to eliminate every threat, organizations 
should allocate security resources according to business 
impact and risk exposure.

Risk-based management begins with comprehensive 
asset inventories, vulnerability assessments, threat 
intelligence integration, and periodic risk evaluations. The 
NIST framework enables organizations to classify risks 
according to likelihood and potential business consequences, 
allowing limited cybersecurity resources to be deployed 
efficiently (Aljumaiah et al., 2025).

Modern organizations increasingly incorporate enterprise 
risk management practices that integrate cyber risks 
alongside financial, operational, legal, and strategic risks. 
This holistic approach improves decision-making while 
strengthening organizational resilience against evolving 
cyber threats (Möller, 2023; Pemmasani, 2023).

Zero Trust Security Principles
Zero Trust has emerged as one of the most effective 
cybersecurity strategies for protecting modern digital 
environments. The principle assumes that no user, device, 
or application should be trusted by default regardless of its 
location within or outside organizational networks.
Best practices include:
•	 Multi-factor authentication (MFA)
•	 Least-privilege access control
•	 Continuous authentication
•	 Network segmentation
•	 Identity verification
•	 Device health monitoring
These security measures significantly reduce attack surfaces 
while limiting lateral movement by attackers following initial 
compromise. Integrating Zero Trust principles within the 
NIST CSF strengthens the Protect and Detect functions while 
improving resilience against ransomware, insider threats, 
and advanced persistent threats (Edwards, 2024; White & 
Sjelin, 2022).

Continuous Security Monitoring
Cyber resilience requires continuous visibility into 
organizational assets, network activities, user behaviors, and 
emerging threats. Static security assessments are insufficient 
because cyber threats evolve continuously.
Organizations should deploy:
•	 Security Information and Event Management (SIEM) 

platforms



Enhancing Organizational Cyber Resilience Through the NIST Cybersecurity Framework

International Journal of Technology, Management and Humanities, Volume 12, Issue 1 (2026) 135

•	 Extended Detection and Response (XDR)
•	 Endpoint Detection and Response (EDR)
•	 Continuous vulnerability scanning
•	 Threat intelligence platforms
•	 Automated log analysis
Continuous monitoring enables rapid anomaly detection and 
supports proactive security responses before attacks escalate 
into major incidents. The NIST Detect function emphasizes 
ongoing monitoring as a critical component of organizational 
resilience (Cybersecurity, 2018).

Recent research highlights that organizations combining 
continuous monitoring with behavioral analytics significantly 
improve early threat detection while reducing incident 
response times (Kabir et al., 2025; Oyekunle et al., 2025).

Incident Response Readiness
Even highly secure organizations cannot eliminate cyber 
incidents completely. Consequently, cyber resilience depends 
upon effective incident response capabilities that minimize 
operational disruption and accelerate recovery.
Organizations should maintain comprehensive incident 
response plans covering:
•	 Incident classification
•	 Escalation procedures
•	 Communication protocols
•	 Digital forensic investigations
•	 Business continuity activation
•	 Disaster recovery processes
•	 Post-incident review
Regular cyber exercises, tabletop simulations, penetration 
testing, and red-team assessments improve organizational 
preparedness while validating response capabilities. Well-
practiced response procedures substantially reduce financial 
losses and recovery time following cyber incidents (Conklin 
& Shoemaker, 2017; Kanaan, Ahmad, Alorfi, & Aloun, 2024).

Cybersecurity Workforce Development
Technology alone cannot achieve cyber resilience without 
knowledgeable employees. Human behavior remains one of 
the largest contributors to successful cyberattacks, making 
workforce development an essential best practice.
Organizations should establish continuous cybersecurity 
education programs focusing on:
•	 Phishing awareness
•	 Password security
•	 Insider threat prevention
•	 Secure remote working
•	 Social engineering awareness
•	 Secure handling of sensitive information
Executive leadership should also receive cybersecurity 
awareness training to support strategic decision-making and 
governance responsibilities.

Research demonstrates that organizations with mature 
cybersecurity cultures experience lower incident rates and 
stronger resilience due to improved employee participation 

in cybersecurity practices (Rohan et al., 2023; Munusamy et 
al., 2023).

Integration with Business Continuity
Cyber resilience extends beyond cybersecurity controls 
to encompass business continuity and disaster recovery 
planning. Organizations should integrate cybersecurity 
strategies with operational resilience frameworks to ensure 
essential business services remain available during cyber 
disruptions.
Key practices include:
•	 Recovery time objective (RTO) planning
•	 Recovery point objective (RPO) planning
•	 Critical asset prioritization
•	 Backup validation
•	 Alternate communication channels
•	 Crisis management coordination
Business continuity integration enables organizations to 
restore operations rapidly following ransomware attacks, 
infrastructure failures, or major cyber incidents while 
minimizing financial and reputational damage (AL-Hawamleh, 
2024; Kanaan et al., 2024).

Adoption of AI-Driven Security Analytics
Artificial intelligence is becoming an increasingly valuable 
component of cyber resilience by enabling predictive threat 
detection, automated response, and adaptive cybersecurity 
decision-making.
AI technologies support:
•	 Behavioral anomaly detection
•	 Threat prediction
•	 Automated malware classification
•	 Intelligent incident prioritization
•	 Security orchestration and automation
•	 Predictive vulnerability analysis
AI enhances the NIST Detect and Respond functions by 
reducing detection latency while improving the accuracy 
of security operations. Organizations adopting AI-driven 
cybersecurity solutions report improved resilience against 
sophisticated cyberattacks and faster incident containment 
(Kabir et al., 2025; Oyekunle et al., 2025).

Continuous Framework Assessment
Cyber resilience is an ongoing process requiring continuous 
evaluation and improvement. Organizations should 
periodically assess cybersecurity maturity against the NIST 
CSF to identify implementation gaps and emerging security 
risks.
Continuous assessment should include:
•	 Internal cybersecurity audits
•	 Compliance reviews
•	 Maturity assessments
•	 Performance metrics
•	 Lessons learned from incidents
•	 Framework updates
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Table 3: Best Practices for Strengthening Organizational Cyber Resilience Through the NIST Cybersecurity Framework

Best Practice Related NIST CSF 
Function(s) Primary Organizational Benefit Supporting References

Enterprise cybersecurity 
governance

Govern, Identify Strategic alignment, 
accountability, regulatory 
compliance

Edwards (2024); Mohammed Alharbi 
(2025); Hasan et al. (2024)

Risk-based security 
management

Identify, Govern Prioritized risk mitigation and 
efficient resource allocation

Aljumaiah et al. (2025); Möller (2023); 
Pemmasani (2023)

Zero Trust implementation Protect, Detect Reduced attack surface and 
stronger access security

Edwards (2024); White & Sjelin (2022)

Continuous security 
monitoring

Detect, Respond Early threat detection and faster 
incident identification

Cybersecurity (2018); Kabir et al. (2025); 
Oyekunle et al. (2025)

Incident response readiness Respond, Recover Reduced operational disruption 
and faster recovery

Conklin & Shoemaker (2017); Kanaan, 
Ahmad, Alorfi, & Aloun (2024)

Workforce development Protect, Detect Improved security culture and 
reduced human error

Rohan et al. (2023); Munusamy et al. 
(2023)

Business continuity 
integration

Recover, Govern Operational continuity and 
organizational resilience

AL-Hawamleh (2024); Kanaan et al. 
(2024)

AI-driven cybersecurity 
analytics

Detect, Respond Intelligent threat detection and 
automated response

Kabir et al. (2025); Oyekunle et al. (2025)

Figure 3: Radar (spider) graph comparing cyber resilience performance before and after NIST Cybersecurity Framework 
implementation. 

Organizations should continuously refine cybersecurity 
policies, technologies, and governance structures based on 
evolving threat intelligence and organizational objectives. 
Continuous improvement enables organizations to maintain 
resilience despite rapidly changing cyber threat landscapes 
(Annarelli et al., 2021; Massa, 2025; Luis Salas-Riega et al., 
2025).

Di s c u s s i o n

Synthesis of Literature Findings
The reviewed literature consistently demonstrates that 
organizational cyber resilience extends beyond the 

implementation of technical security controls and requires a 
comprehensive integration of governance, risk management, 
operational continuity, and adaptive recovery capabilities. 
The NIST Cybersecurity Framework (NIST CSF) has emerged 
as one of the most widely adopted frameworks for 
establishing structured cybersecurity practices that improve 
organizational preparedness against evolving cyber threats. 
Its emphasis on continuous risk assessment, governance, and 
lifecycle-based security management enables organizations 
to systematically identify vulnerabilities, implement 
preventive controls, detect security incidents promptly, 
coordinate effective responses, and recover operational 
capabilities with minimal disruption (Cybersecurity, 2018; 
Edwards, 2024).
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The evolution of the NIST CSF further strengthens its 
applicability by introducing governance as a strategic 
function that aligns cybersecurity initiatives with 
organizational objectives. This alignment encourages 
executive involvement in cybersecurity decision-making and 
integrates cybersecurity risk into enterprise-wide governance 
processes. Möller (2023) emphasizes that combining NIST 
guidance with complementary frameworks such as MITRE 
enhances organizations’ ability to understand attacker 
behaviors and strengthen defensive strategies. Similarly, Luis 
Salas-Riega et al. (2025) conclude through a systematic review 
that organizations adopting the NIST framework generally 
demonstrate improved cybersecurity maturity, stronger 
incident response capabilities, and better resilience against 
sophisticated cyber threats.

Another recurring finding across the literature is that 
cyber resilience depends on balancing preventive, detective, 
responsive, and recovery measures rather than relying 
exclusively on perimeter security. Organizations capable 
of adapting during and after cyber incidents experience 
reduced operational disruption and faster restoration of 
critical business functions. These findings reinforce the 
growing recognition that resilience represents an ongoing 
organizational capability rather than a static security 
objective (Conklin & Shoemaker, 2017; AL-Hawamleh, 2024).

Contributions of the NIST Cybersecurity 
Framework to Organizational Resilience
The literature indicates that the NIST Cybersecurity 
Framework contributes significantly to organizational 
resilience by providing a flexible and scalable methodology 
suitable for organizations of varying sizes and industries. 
Unlike prescriptive compliance standards, the framework 
encourages organizations to prioritize cybersecurity 
investments according to their risk profiles while continuously 
improving security maturity over time (White & Sjelin, 2022).

One major contribution of the framework lies in its 
structured implementation of cybersecurity governance. The 
inclusion of governance within the framework encourages 
executive leadership to participate actively in cybersecurity 
planning, policy development, and resource allocation. 
Effective governance strengthens accountability, aligns 
cybersecurity investments with organizational goals, and 
supports informed decision-making under uncertain threat 
environments (Mohammed Alharbi, 2025; Hasan et al., 2024).

The framework also enhances resilience through 
comprehensive risk management practices. Organizations 
adopting NIST recommendations are better positioned to 
identify critical assets, classify business risks, implement 
layered security controls, and continuously monitor evolving 
threat landscapes. Aljumaiah et al. (2025) demonstrate 
that systematic risk analysis based on the NIST framework 
enables organizations to proactively mitigate infrastructure 
vulnerabilities before they result in operational disruptions.

Furthermore, the framework strengthens incident 
response and recovery planning by encouraging predefined 

response procedures, coordinated communication 
mechanisms, and post-incident learning. This systematic 
approach improves organizational adaptability and 
minimizes downtime following cybersecurity incidents. 
Kanaan et al. (2024) and AL-Hawamleh A. M. (2024) argue 
that integrating cyber resilience with business continuity 
planning enables organizations to recover more efficiently 
while maintaining stakeholder confidence and operational 
stability.

The NIST CSF additionally promotes continuous 
improvement through iterative risk assessments, performance 
measurement, and securit y maturit y evaluations. 
Organizations can progressively refine their cybersecurity 
posture as technologies, regulations, and threat landscapes 
evolve, ensuring long-term resilience rather than short-term 
compliance (Edwards, 2024; Möller, 2023).

Organizational Challenges in Framework 
Adoption
Despite its widespread acceptance, the implementation 
of the NIST Cybersecurity Framework presents several 
organizational challenges. One of the most frequently 
cited barriers is limited executive commitment and 
inadequate cybersecurity governance. Without sustained 
leadership support, organizations often struggle to allocate 
sufficient financial resources, establish clear cybersecurity 
responsibilities, or maintain long-term resilience initiatives 
(Mohammed Alharbi, 2025).

Resource constraints remain particularly significant 
for small and medium-sized organizations. Implementing 
comprehensive cybersecurity controls requires investments 
in technology, workforce development, security monitoring 
tools, and specialized expertise that may exceed organizational 
capabilities. Although the framework is intentionally flexible, 
organizations with limited cybersecurity maturity frequently 
encounter difficulties translating high-level guidance into 
operational practices (Annarelli et al., 2021).

Human factors also continue to represent one of the 
weakest components of cybersecurity resilience. Employee 
negligence, inadequate cybersecurity awareness, insider 
threats, and poor security culture significantly reduce 
the effectiveness of technical controls. Rohan et al. (2023) 
demonstrate that organizations with continuous security 
awareness programs and leadership-driven cybersecurity 
cultures experience substantially improved resilience 
compared to organizations relying solely on technological 
defenses.

Another critical challenge involves third-party and supply 
chain cybersecurity risks. Modern organizations increasingly 
depend on cloud service providers, software vendors, and 
outsourced digital services, expanding the potential attack 
surface beyond organizational boundaries. Aliane and 
Zakariya (2023) emphasize that third-party governance 
should be integrated into enterprise risk management 
strategies to prevent supply chain vulnerabilities from 
compromising organizational resilience.
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Additionally, rapidly evolving cyber threats require 
organizations to continuously update defensive capabilities. 
Emerging attack techniques, ransomware campaigns, 
artificial intelligence-enabled cyberattacks, and sophisticated 
phishing strategies often outpace traditional security 
practices. Consequently, maintaining cyber resilience 
requires continuous monitoring, adaptive governance, 
and ongoing capability development rather than one-time 
framework implementation (Pemmasani, 2023; Massa, 2025).

Emerging Trends in Cyber Resilience
The literature identifies several emerging trends that 
are reshaping organizational cyber resilience. Artificial 
intelligence has become an increasingly important 
component of cybersecurity operations, supporting 
automated threat detection, behavioral analytics, predictive 
risk modeling, and intelligent incident response. AI-driven 
systems enhance the speed and accuracy of detecting 
anomalous activities while reducing the workload associated 
with manual security monitoring. Kabir et al. (2025) 
demonstrate that integrating artificial intelligence with NIST-
aligned governance significantly improves threat detection 
capabilities and strengthens critical infrastructure resilience.

Another emerging trend involves greater integration 
between cybersecurity and enterprise governance. Rather 
than treating cybersecurity as an isolated technical function, 
organizations increasingly incorporate cybersecurity risk into 
strategic planning, enterprise risk management, regulatory 
compliance, and corporate governance frameworks. Hasan 
et al. (2024) argue that integrating cybersecurity governance 
within broader organizational governance structures 
enhances resilience by improving decision-making, 
accountability, and resource prioritization.

The adoption of cyber resilience strategies has also 
expanded beyond traditional information technology 
environments into cloud computing, industrial control 
systems, healthcare, and critical infrastructure sectors. 
Oyekunle et al. (2025) illustrate how combining the NIST 
Cybersecurity Framework with the MITRE ATT&CK framework 
enhances ransomware resilience within cloud-based 
electronic health record environments by strengthening 
detection, response, and recovery capabilities.

Furthermore, organizations increasingly recognize that 
resilience depends upon continuous adaptation rather than 
static compliance. Continuous vulnerability assessments, 
threat intelligence integration, zero-trust architectures, 
automated security orchestration, and proactive defense 
mechanisms are becoming essential elements of resilient 
cybersecurity programs (Munusamy et al., 2023; Kanaan, 
Ahmad, Alorfi, & Aloun, 2024).

Implications for Organizations and Critical 
Infrastructure
The findings have significant implications for organizations 
operating across both private and public sectors. The increasing 

sophistication of cyber threats requires cybersecurity to be 
viewed as a strategic organizational capability directly 
linked to operational resilience, financial stability, regulatory 
compliance, and stakeholder trust. Organizations that 
successfully integrate the NIST Cybersecurity Framework into 
enterprise governance are more likely to maintain operational 
continuity during cyber incidents while minimizing financial 
and reputational damage (Belalcázar et al., 2017).

Critical infrastructure sectors—including healthcare, 
finance, transportation, telecommunications, manufacturing, 
and energy—particularly benefit from standardized 
cybersecurity frameworks because disruptions within these 
sectors may have cascading societal consequences. The NIST 
framework provides a common language for coordinating 
cybersecurity activities across diverse stakeholders, 
facilitating regulatory compliance, information sharing, and 
collaborative risk management (Cybersecurity, 2018; White 
& Sjelin, 2022).

The discussion also highlights the importance of 
organizational culture in sustaining cyber resilience. 
Leadership commitment, workforce education, continuous 
training, and cross-functional collaboration significantly 
influence the successful implementation of cybersecurity 
programs. Organizations should therefore prioritize 
human-centered security practices alongside technological 
investments to strengthen long-term resilience (Rohan et 
al., 2023).

Overall, the reviewed literature indicates that enhancing 
organizational cyber resilience requires an integrated 
approach combining cybersecurity governance, adaptive risk 
management, business continuity planning, technological 
innovation, workforce development, and continuous 
organizational learning. The NIST Cybersecurity Framework 
provides an effective foundation for achieving these 
objectives by enabling organizations to systematically 
strengthen their cybersecurity posture while remaining 
sufficiently flexible to address evolving technological and 
threat environments (AL-Hawamleh, 2024; Luis Salas-Riega 
et al., 2025).

Co n c lu s i o n
In today’s increasingly digital and interconnected world, 
with its growing threats, strengthening cyber resilience of 
organisations has become a key strategic goal. The NIST 
Cybersecurity Framework is shown to offer a comprehensive, 
flexible and risk-based approach to enhancing cybersecurity 
functions and maintaining business continuity and long-term 
organizational sustainability. The principles of governance 
and continuous improvement in the framework are designed 
to help organizations be proactive in cybersecurity by 
anticipating, reacting to, and quickly recovering from 
cyber incidents, rather than just preventing cyberattacks 
(Cybersecurity, 2018; Edwards, 2024; White & Sjelin, 2022).

The review points out that a cyber resilient organization 
is one that integrates cybersecurity policies, human 
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factors, technological controls, ERM, organizational 
culture, and governance in an effective manner. The 
effectiveness of an organization in reducing disruptions 
and maintaining stakeholder trust during cyber incidents is 
significantly bolstered through robust executive leadership, 
regular employee training, proactive risk assessment and 
incident response planning.Effective executive leadership, 
frequent employee training, risk assessment and response 
planning are all important in helping and enhancing an 
organization’s ability to minimize the impact of cyber 
incidents on an organization and maintain stakeholder 
confidence. (Mohammed Alharbi, 2025; Hasan et al., 2024; 
Rohan et al., 2023). Similarly, including cybersecurity in a 
comprehensive business continuity plan helps organisations 
stay efficient even if they face a complex cyber attack, further 
strengthening their resilience as a business capability and not 
just a technical function (AL-Hawamleh, 2024; Kanaan et al., 
2024; AL-Hawamleh, 2024).

The results also suggest that the four core functions of the 
NIST Cybersecurity Framework—Govern, Identify, Protect, 
Detect, Respond, and Recover—offer a structured approach 
to aligning cybersecurity programs to organizational goals, 
enabling ongoing monitoring, adaptive risk management 
and maturity of cybersecurity resiliency. By implementing 
these practices, organizations can better make decisions, 
allocate resources, enhance regulatory compliance, and 
define measurable cybersecurity performance indicators at 
every operational level (Möller, 2023; Luis Salas-Riega et al., 
2025; Annarelli et al., 2021).

The other notable discovery was the increasing focus of 
organizations on the incorporation of new technologies and 
sophisticated cybersecurity measures into their resilience 
plans. AI-powered threat detection and automation, threat 
intelligence, constant security monitoring, and data-driven 
decision-making can greatly enhance an organisation’s ability 
to detect new threats and efficiently manage cyber incidents. 
Meanwhile, strong third-party risk management has 
become increasingly vital as organisations are increasingly 
operating in digital ecosystems and intricate supply chains, 
necessitating robust governance of internal and external 
stakeholders for maintaining resilience (Kabir et al., 2025; 
Oyekunle et al., 2025; Aliane & Zakariya, 2023).

The research further highlights the fact that cyber 
resilience is an ongoing process that necessitates ongoing 
evaluation, learning, and adaptation to new threats. The 
combined efforts of governmental initiatives, strategic 
alignment models, and organizational resilience frameworks 
clearly point to the fact that resilience is bolstered by regularly 
assessing the framework, the commitment of leadership, 
refining policies, and building on lessons learned from past 
incidents to enhance future security planning (Belalcázar 
et al., 2017; Pemmasani, 2023; Hiller & Russell, 2015; Conklin 
& Shoemaker, 2017). These practices enable the growth 
of mature cybersecurity programs that can adapt to the 
constantly changing cyber threat landscape (Munusamy et 
al., 2023; Massa, 2025).

The NIST Cybersecurity Framework is overall one of the 
most well-rounded and useful ways of increasing the 
cyber resilience of an organization by bringing together 
governance, risk management, technology, operations, 
readiness, and continuous improvement into a single 
cybersecurity plan. Systematic application of its principles 
enables organizations to better build resilience, defend 
critical assets, keep operations alive, and prepare effectively 
for future cybersecurity risks. To maintain sustainable 
cybersecurity performance in a complex digital landscape, 
it is important to continue investing in governance, 
workforce development, intelligent security technologies 
and resilience-based organizational practices. 
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