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Abstract 

Enterprise risk management (ERM) asks organizations to identify, assess, respond to, monitor, 

and report risks consistently across the whole enterprise. In practice, many organizations still 

run ERM on spreadsheets, email, and periodic manual reporting, so risk information is 

fragmented, slow, and hard to audit. Building on prior work on configurable workflow 

architecture for digitizing risk management, this article examines how configurable workflows 

and cloud computing together can digitize ERM across an enterprise. It connects ERM 

frameworks and the three lines model of governance with configurable workflow design, 

business process management, cloud service models, and scalable service architecture. It also 

considers the controlled use of large language models (LLMs) to assist risk teams. The article 

proposes a cloud-based reference architecture in which risk processes are expressed as 

configurable workflows, run on scalable cloud services, and are connected to operational 

systems. It maps each stage of the ERM process to its manual limitations and digital 

capabilities, and sets out six reusable risk workflow patterns with their three-lines roles. It also 

discusses cloud deployment and resilience, including the risk of depending on cloud providers. 

Using a design-oriented approach grounded in eleven studies published between 2011 and 

2024, the article maps the evidence base and illustrates the architecture with a healthcare 

services group. It argues that ERM becomes enterprise-wide in practice when risk processes 

are configurable, integrated, and delivered on resilient cloud infrastructure. 
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1. Introduction 

Enterprise risk management aims to manage risk in an integrated way across an organization, 

linking it to strategy and performance rather than treating risks in isolated departments (COSO, 

2017). ISO 31000 describes the risk management process as an iterative cycle of identifying, 

analyzing, evaluating, treating, monitoring, and communicating risk (ISO, 2018). Research on 

ERM finds that its benefits depend on how well it is actually embedded in organizational 

processes. Formal adoption alone is not enough (Bromiley et al., 2015). 

Embedding ERM is where many organizations struggle. Risk registers are kept in spreadsheets 

maintained by different teams. Risk and control self-assessments are circulated by email, and 

incidents are reported through inconsistent channels. Issues and remediation actions are tracked 

informally, and board reports are assembled by hand. The result is risk information that is 

incomplete, out of date, inconsistent across the enterprise, and difficult to audit. 

Basireddy (2022) proposes digitizing risk management through configurable enterprise 

workflow architecture. In this approach, risk identification, assessment, approval, escalation, 

and remediation are defined as configurable workflows with audit trails, which makes risk 

processes consistent, traceable, and adaptable. This article builds on that foundation in two 

directions. First, it extends configurable risk workflows across the full ERM framework and 

the three lines model of governance (COSO, 2017; IIA, 2020). Second, it examines how cloud 

computing enables such workflows to be delivered enterprise-wide at scale (Mell & Grance, 

2011; Sannidhanam, 2020), and how the risks of cloud dependence should themselves be 

managed (FSB, 2019). It also considers how LLMs, used with reliable prompt patterns 

(Sannidhanam, 2024), can assist risk teams. Regulatory technology research shows that digital 

tools can change how organizations meet regulatory obligations (Arner et al., 2017), and 

business process management provides methods for designing the processes involved (Dumas 

et al., 2018). 

This article asks: How can configurable workflow architecture and cloud computing be 

combined to digitize enterprise risk management across the whole organization? It contributes 

a mapping of the evidence base (Figures 1 and 2), a mapping of ERM stages to digital 

capabilities, a cloud-based reference architecture (Figure 3), a digital risk lifecycle (Figure 4), 

six reusable risk workflow patterns, deployment and resilience guidance, and an illustrative 

application. 

 

http://www.ijtmh.com/


International Journal of Technology Management & Humanities (IJTMH) 
e-ISSN:2454–566X, Volume 10, Issue 4, (December2024),www.ijtmh.com 

December 2024 www.ijtmh.com 513 | Page 

2. Related Work 

2.1 Enterprise risk management frameworks 

COSO (2017) presents ERM as integrated with strategy and performance. Its components cover 

governance and culture, strategy and objective-setting, performance, review and revision, and 

information, communication, and reporting. ISO (2018) sets out principles, a framework, and 

a process for managing risk. It emphasizes that risk management should be integrated, 

structured, customized, inclusive, dynamic, and based on the best available information. 

Bromiley et al. (2015) review ERM research. They note that evidence on its effects is mixed 

and that ERM value depends on real integration into decision-making rather than on formal 

structures. These works define what digital ERM must support. 

2.2 Governance and the three lines model 

The Institute of Internal Auditors (IIA, 2020) updated the three lines model. Management, the 

first line, owns and manages risk. Specialist functions such as risk management and 

compliance, the second line, provide expertise, support, and challenge. Internal audit, the third 

line, provides independent assurance. The governing body oversees all three. The model 

defines who should do what in risk processes, and digital workflows must reflect these roles 

and responsibilities. 

2.3 Configurable workflows and process management 

Basireddy (2022) proposes configurable enterprise workflow architecture for digitizing risk 

management. Risk processes are defined as configurable workflows with steps, rules, 

approvals, escalations, and remediation, and every action is recorded in an audit trail. 

Organizations can change risk processes as regulations, risk appetite, or structures change 

without rebuilding systems. Dumas et al. (2018) describe the business process management 

lifecycle and methods for modeling, analyzing, and improving processes. These methods help 

design risk workflows well before they are configured. 

2.4 Cloud computing and scalable services 

Mell and Grance (2011) define cloud computing as on-demand network access to a shared pool 

of configurable computing resources. They set out its essential characteristics, including on-

demand self-service, broad network access, resource pooling, rapid elasticity, and measured 

service, along with its service models (IaaS, PaaS, SaaS) and deployment models (private, 

community, public, hybrid). Sannidhanam (2020) proposes a scalable web services 

architecture for healthcare data processing, using modular services, load distribution, and 

horizontal scaling to handle growing data and request volumes in a sensitive, regulated domain. 

Such an architecture lets risk services, such as risk registers, assessments, incidents, and 

reporting, be delivered to every part of the enterprise. 
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2.5 Cloud dependence as a risk 

The Financial Stability Board (FSB, 2019) examines third-party dependencies in cloud 

services. It notes that reliance on a small number of cloud providers can create concentration 

risk and operational vulnerabilities. It emphasizes the need for oversight of third-party 

arrangements, resilience planning, and exit strategies. An ERM platform in the cloud must 

therefore manage the risk of its own dependence on cloud providers. 

2.6 Regulatory technology 

Arner et al. (2017) describe RegTech, the use of technology for regulatory monitoring, 

reporting, and compliance. They argue that digitization is changing both how firms comply and 

how regulators supervise, and that data-driven approaches can make compliance more efficient 

and effective. Digital ERM is part of this shift, turning risk and compliance processes into 

structured, data-producing workflows. 

2.7 LLM assistance 

Sannidhanam (2024) sets out prompt engineering patterns for reliable LLM outputs in 

production environments, including clear instructions, structured output formats, grounding 

in supplied context, explicit constraints, and validation of outputs. In ERM, LLMs can help 

draft risk descriptions, summarize incident reports, and suggest links between risks and 

controls. These patterns help keep such outputs consistent, structured, and grounded in the 

organization's own information. 

2.8 Research gap 

These strands have developed separately, leaving limited guidance on combining them into an 

enterprise-wide digital ERM architecture delivered through the cloud. 

 

3. Research Methodology 

The study follows a design-oriented research approach. The problem, that ERM is often poorly 

embedded because its processes are manual and fragmented, was identified from the literature. 

Requirements were derived from the reviewed studies: support for the full ERM process, 

alignment with the three lines model, configurable and auditable workflows, enterprise-wide 

scalability, integration with operational systems, resilience including management of cloud 

dependence, and reliable AI assistance. The architecture and workflow patterns were designed 

from eleven studies and demonstrated through an illustrative healthcare case. 
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To make the evidence base transparent, each study was assigned to the theme it primarily 

supports. Figure 1 shows the distribution across themes, and Figure 2 shows the studies by 

publication year. These figures describe the literature used in this article. They are not 

performance measurements. The architecture has not been evaluated empirically, which is left 

to future work. 

 

Figure 1. Number of reviewed studies primarily supporting each theme (n = 11) 

 

Figure 2. Reviewed studies by publication year (n = 11) 

ERM frameworks form the largest theme, followed by workflow and process management and 

by cloud computing. Governance, cloud dependence, RegTech, and LLM assistance each rest 

on one study. The studies span more than a decade, from foundational definitions of cloud 

computing to recent work on reliable LLM outputs. 

 

4. From Manual to Digital ERM 

Table 1 maps each stage of the ERM process (ISO, 2018) to the limitations of manual practice 

and the capabilities that configurable workflows and cloud delivery provide. 
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Table 1. ERM process stages: manual limitations and digital capabilities 

ERM 

stage 

Typical manual 

practice 

Limitation Digital capability 

Identify Workshops and 

spreadsheets kept by 

each unit 

Inconsistent, 

incomplete, hard to 

aggregate 

Shared risk register, standard 

taxonomy, guided 

identification workflows 

Assess Scoring in separate 

files 

Inconsistent scales and 

timing 

Configured assessment 

workflows with common 

scales and review steps 

Respond Actions agreed in 

meetings and email 

Actions lost or 

untracked 

Remediation workflows with 

owners, deadlines, and 

escalation 

Monitor Periodic manual 

updates 

Late detection of 

change 

Key risk indicators fed from 

operational systems, 

automatic threshold alerts 

Report Reports assembled 

by hand 

Slow, error-prone, hard 

to trace 

Live dashboards and reports 

generated from workflow 

data 

Assure Auditors reconstruct 

evidence 

High audit effort Complete audit trail for every 

action and decision 

 

The table shows that the core problem of manual ERM is not missing information but 

fragmented processes. Configurable workflows provide consistent processes. Cloud delivery 

makes them available to every unit and connects them to operational data. 

 

5. Reference Architecture 

The reference architecture has seven layers, delivered as cloud services (Figure 3 and Table 2). 

User access and roles. Each user acts in a defined role. First-line managers record and manage 

their risks and controls. Second-line risk and compliance teams set standards, review, and 

challenge. Internal audit has independent read access to all records (IIA, 2020). 

Configurable workflow engine. All risk processes run as configured workflows (Basireddy, 

2022). They are designed using process management methods (Dumas et al., 2018) and 

changed through governed configuration rather than code. 

Risk data services. A single risk register, controls library, incident log, issue log, and set of 

key risk indicators follow a common taxonomy aligned with ERM frameworks (COSO, 2017; 

ISO, 2018). 
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Integration services. Operational systems feed key risk indicators and incident data 

automatically, and regulatory updates can be routed into the platform. This supports the data-

driven compliance that RegTech envisions (Arner et al., 2017). 

 

 

Figure 3. Cloud-based reference architecture for digital enterprise risk management 

Table 2. Components of the digital ERM architecture 

Layer Function Key mechanisms Supporting studies 

User access 

and roles 

Give each line the 

right view and 

permissions 

Role-based access 

aligned with the three 

lines model 

IIA (2020) 

Configurable 

workflow 

engine 

Run risk processes Configured steps, rules, 

approvals, escalations, 

audit trails 

Basireddy (2022); 

Dumas et al. (2018) 

Risk data 

services 

Hold risk information 

consistently 

Risk register, controls 

library, incidents, issues, 

key risk indicators 

COSO (2017); ISO 

(2018) 

Integration 

services 

Connect operational 

and external data 

Feeds from operational 

systems, regulatory 

updates 

Arner et al. (2017) 

AI assistance Help risk teams with 

text-heavy work 

Structured prompts for 

drafting, summarizing, 

and control mapping 

Sannidhanam (2024) 
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Layer Function Key mechanisms Supporting studies 

Reporting and 

analytics 

Give management 

and the board current 

views 

Dashboards, aggregated 

reporting, trend analysis 

COSO (2017) 

Cloud service 

platform 

Deliver the system at 

enterprise scale 

Modular, horizontally 

scalable services on 

cloud infrastructure 

Mell & Grance (2011); 

Sannidhanam (2020) 

 

AI assistance. LLM services help risk teams draft consistent risk descriptions, summarize 

incident reports, and suggest which controls relate to a risk. Structured prompt patterns require 

outputs in the platform's data format, grounded in supplied information, and validated before a 

person accepts them (Sannidhanam, 2024). 

Reporting and analytics. Dashboards and board reports are generated directly from workflow 

and risk data, so they are always current and traceable to their sources. 

Cloud service platform. The system runs as modular services that scale horizontally with 

users and data volumes (Sannidhanam, 2020), using the elasticity and broad network access of 

cloud computing (Mell & Grance, 2011). 

 

6. Digital Risk Lifecycle and Workflow Patterns 

6.1 Digital risk lifecycle 

Figure 4 shows how the ERM cycle runs as a connected set of workflows. 

 

Figure 4. Digital risk lifecycle supported by configurable workflows 

Risks are identified and recorded in the shared register. They are assessed using common 

scales, with second-line review. Responses are assigned as remediation actions with owners 

and deadlines. Risks are monitored through key risk indicators, with automatic escalation 
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when thresholds are breached. Results are reported to management and the board, and internal 

audit assures the process using the audit trail. Findings from monitoring and assurance feed 

back into identification, which closes the cycle (ISO, 2018). 

6.2 Reusable workflow patterns 

Six workflow patterns cover most ERM activity. Table 3 sets out each pattern with the roles of 

the three lines. 

Table 3. Reusable ERM workflow patterns and three-lines roles 

Pattern Purpose First line Second line Third line 

Risk and 

control self-

assessment 

Periodic assessment 

of risks and control 

effectiveness 

Completes 

assessment 

Reviews and 

challenges 

Tests samples 

Incident 

management 

Record, investigate, 

and learn from 

incidents 

Reports and 

investigates 

Classifies and 

analyzes trends 

Reviews 

handling 

Issue 

remediation 

Track actions to 

close identified 

weaknesses 

Owns actions Monitors 

progress, 

escalates 

overdue items 

Validates 

closure 

Key risk 

indicator 

escalation 

Respond when 

indicators breach 

thresholds 

Explains and 

acts 

Sets 

thresholds, 

escalates 

Reviews 

threshold 

framework 

Policy 

attestation 

Confirm 

understanding of and 

compliance with 

policies 

Attests Owns policies, 

tracks 

completion 

Audits 

compliance 

Third-party 

risk 

assessment 

Assess risks from 

suppliers and service 

providers, including 

cloud providers 

Requests and 

manages 

supplier 

Assesses and 

approves 

Reviews 

assessment 

process 

 

Each pattern is configured once and reused across business units, with local variations set as 

configuration (Basireddy, 2022). This gives the enterprise consistency without forcing identical 

processes everywhere. 

 

7. Cloud Deployment and Resilience 

Moving ERM to the cloud brings practical choices and risks. Deployment models differ in 

control, cost, and elasticity (Mell & Grance, 2011). Organizations with strict data residency or 
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confidentiality requirements may use private or hybrid deployment. Others may use a public 

cloud or software-as-a-service ERM platform. Sensitive risk data, such as details of control 

weaknesses, investigations, or personal information in incidents, must be protected with role-

based access and encryption. 

An ERM platform must also manage the risk of its own dependence on cloud providers. 

Following FSB (2019), this means assessing cloud providers through the third-party risk 

assessment workflow (Table 3). It also means designing for resilience through multi-region 

deployment and tested recovery, keeping the ability to export all risk data and audit trails, and 

maintaining an exit plan. The ERM platform is itself treated as a critical system within the 

enterprise's risk register. 

 

8. Illustrative Case: A Healthcare Services Group 

Consider a healthcare services group operating hospitals, clinics, and diagnostic centers in 

several regions. Its risks include patient safety incidents, cyber threats, regulatory compliance, 

and supplier failures. Before digitization, each facility kept its own risk spreadsheet, and the 

group risk team spent weeks each quarter compiling reports. 

Configuration. The group configures the six workflow patterns on a cloud ERM platform 

(Basireddy, 2022), using a common risk taxonomy aligned with its ERM framework (COSO, 

2017; ISO, 2018). Facilities keep local variations, such as additional patient safety checks in 

hospitals, as configuration. 

Roles. Facility managers act as the first line, the group risk and compliance team as the second 

line, and internal audit as the third line, each with appropriate access (IIA, 2020). 

Scale and integration. The platform runs as scalable cloud services that serve all facilities 

(Sannidhanam, 2020; Mell & Grance, 2011). Incident data from clinical systems and security 

alerts from IT systems flow in automatically as key risk indicators. 

Key risk indicator escalation. One month, the medication incident rate at a regional hospital 

crosses its threshold. The escalation workflow notifies the hospital's operations director and 

the group patient safety lead and opens a review. An LLM assistant, using a structured prompt, 

summarizes the month's incident reports into common themes, in the platform's incident-theme 

format, with links to each report (Sannidhanam, 2024). The patient safety lead validates the 

themes, which point to a new dispensing system at the hospital. A remediation action is 

assigned with an owner and deadline. 
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Third-party risk. The group's cloud provider is assessed through the third-party risk workflow 

(FSB, 2019). The assessment confirms multi-region recovery and a data export capability, and 

records the exit plan. 

Reporting and assurance. Quarterly board reports are generated directly from platform data. 

Internal audit samples remediation actions and follows each one through the audit trail from 

identification to closure. 

The case shows ERM moving from fragmented spreadsheets to consistent, integrated, and 

auditable processes across the whole group. 

 

9. Discussion 

9.1 Implications 

For research, the article extends configurable workflow architecture for risk management 

(Basireddy, 2022) to the enterprise level. It aligns workflows with ERM frameworks and the 

three lines model, and places them on cloud infrastructure with explicit management of cloud 

dependence. It responds to the observation that ERM's value depends on real integration into 

processes (Bromiley et al., 2015) by showing how digital workflows make that integration 

concrete. For practitioners, the main lessons are to design risk processes before configuring 

them, build a small set of reusable workflow patterns aligned with the three lines, and manage 

cloud providers as third parties. 

9.2 Limitations and future work 

The architecture was demonstrated through an illustrative case and draws on a focused set of 

eleven studies, and the evidence mapping reflects only these studies. Future work should 

evaluate digital ERM implementations, measuring reporting time, timeliness of escalation, 

remediation closure rates, audit effort, and changes in risk culture. Further research is needed 

on common risk data standards, on the effect of automated key risk indicators on decision-

making, on the reliability of LLM assistance in risk work, and on managing concentration risk 

as ERM platforms move to the cloud. 

 

10. Conclusion 

Enterprise risk management delivers value when it is embedded in how the organization 

actually works. This article showed how configurable workflow architecture and cloud 

computing together make that possible. It mapped the ERM process from manual limitations 
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to digital capabilities and proposed a cloud-based reference architecture aligned with the three 

lines model. It also set out six reusable workflow patterns and addressed cloud deployment and 

the risk of provider dependence. The healthcare case showed a fragmented, spreadsheet-based 

process becoming a consistent, integrated, and auditable ERM system. The central conclusion 

is that ERM becomes enterprise-wide in practice when risk processes are configurable, 

integrated with operational data, and delivered on resilient cloud infrastructure. 
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